
COURSE OVERVIEW

WHY
The stakes for so�ware security are extremely high, and yet many development 
teams deal with so�ware security only a�er the code has been developed and 
the so�ware is being prepared for delivery. As with any aspect of so�ware quality, 
to ensure successful implementation, security and privacy issues should be 
managed throughout the entire so�ware development lifecycle. 

Focused on OWASP Top Ten, in this course you will learn 
about vulnerabilities that undermine security, and how to 
identify and remediate them in your projects. You will 
learn general strategies for dealing with security defects 
and misconfiguration, how to design so�ware to deal with 
the human element in security, and how to incorporate 
security into all phases of development.

“Security is increasingly starting at the developer level, 
a trend that will only grow next year. As an industry, we’ve 
realized that security should lie at the heart of any digital 
transformation initiative and should never be an a�erthought 
but built-in by design. The code should be secure, as well as 
the design and processes. ” —Brent Schroeder, CTO Americas, SUSE

READINESS ASSESSMENT
Measure your organization’s level of preparedness against cyber 
threats with our complimentary CSC Readiness Assessment. 
This tool will measure knowledge of how to design and implement 
secure so�ware. You’ll receive a free report including sta� 
members’ readiness results. 

Learn how to redeem your free access code 
 at certnexus.com/csc-readiness 

BUILD
Expand IT and development 

professionals’ skills 
to create and implement 

innovative solutions

There is an estimated 

111 billion lines
of new so�ware code being

produced each year -  which 
introduces potential for a 

massive number 
of vunerabilities that

 can be exploited
Cybersecurity Ventures Report

certnexus.com

70%
The proportion 
of code in apps 

composed of 
open-source so�ware, 

third-party libraries, etc.
2018 Application Security Statistics Report,

WhiteHat Security

48%
 of developers lack time to 

spend on security issues
they believe are important

2019 DevSecOps Community Survey, SonaType
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